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1 Overview

References: 

1. ETSI Report - Electronic Signature Standardisation (ETSI/TC-SEC(98)8 - TD 008)

2. ETSI Standard - Electronic signature standardization for business transactions, 
ES 201 733

3. European Electronic Signature Standardization Initiative (EESSI) Final Draft of the EESSI Expert Team Report, June 18, 1999

4. Repartition and ETSI-CEN co-operation arrangements

5. Annexes I-II of the ES Directive

Area A

An EESSI Steering Group activity to set out guidelines for phase 2 of the program. The basic idea is to create specifications for a small number of classes corresponding to different levels of trust and to present the first set of components implementing qualified electronic signatures. A final draft is to be presented end of ´99.

ETSI work areas 

· Policies for CSPs (C)

· Electronic signature formats (H), (R)

· Protocol to interoperate with a Time Stamping Authority (M)

· Standard for the use of X.509 public key certificates as qualified certificates (I)

CEN/ISSS work areas 

· Security requirements for signature products (D), (F)

· Signature creation and verification (G), including technology and environment

· Certification/registration of conformance of products and services for electronic signatures (V)

Co-operation arrangements between ETSI and CEN and an extended summary of the work areas are to be found in Ref. 4.

2 Strategy

· Address different needs within the spectrum recognised by the Directive

· Co-operate with CEN/ISSS along agreed strategy (Encl. 1)

· Build upon existing standards, work and operational experience

· Combine top-down and bottom-up approaches

· Ensure continuos market communication (Requirements and feedabck)

· Gain broad support also outside ETSI-CEN-EU (Globalisation)

3 Implementation 

ETSI ESI WG carries the main responsibility for the program and directs the work of the Specialist Task Force (STF).  The ESI WG Chair reports to ETSI SEC and to the EESSI Steering Group.

There is one common STF for the four different tasks and the corresponding deliverables. The actual work of execution is shared between the ESI WG and the STF

Within the STF there is a co-ordinator, monitoring time schedules, use of resources and preparing the STF Progress Reports. For each task there is a task leader and an editor, usually the same person, who is in charge of the execution of the respective part of the program and report to the ESI WG.

Total STF budget is 19 MM. Similar amount of voluntary work is necessary for successful execution of the program.

Supporting member organisations are:

Telia, DT, BT, Bull, IBM.

4 Work-plans per area

Each area corresponds to a task and the associated deliverable.

4.1 Policies for CSPs (C)

This work item addresses the functional and quality standards relevant to Certification Service Providers (CSPs).

The initial focus of this standard is to support the requirements of CSPs issuing qualified certificates as identified in Annex II of the European Directive on Electronic Signatures as this provides a common direction for standardization which has been agreed across the European nations.  This work item will address requirements on the functional components of such a CSP in particular Certification Authority, Registration Authority, Certificate Repository and the Revocation Service (e.g. using certificate revocation list or an on-line certificate status protocol).

It is recognised, however, that annex II may not encompass all the requirements for CSP functional and quality standardization. Requirements of wide market segments, if different from those of annex II, are to be covered by the standard as well.  The overall objective of this work programme is to define standards for the range of classes of electronic signature that will have legal recognition across Europe and to define requirements for CSPs issuing other forms of certificate (e.g. cross certificates) and supporting other types of CSP service. 

Deliverable

One standard providing specifications for selected trust levels for CPSs

Technical content

The aim of this work area is to specify policy requirements on the operation and management of CSPs (Certification Service Providers) to provide recognised levels of trust. The requirements should cover components (Certification Authority, Registration Authority, Directory, etc) of the CSP infrastructure to the extent and detail level, which is sufficient to establish trust in the services as required and to give the necessary guidance for practical implementation and operation.

EESSI Requirements addressed by this work area include: 

· Security Management requirements for CSPs 

· Technical Profiles for operational aspects of CSPs 

· Standardized Certificate Policies for CSPs 

· Agreement on conformance assessment requirements for CSPs 

A more detailed list of requirements to be covered will be available mid-December ’99 as a first step of structuring of this task.

Activities

As a first step a framework for the standard is to be developed which will serve as the basis for the subsequent draft standard.  This may include:

· a common understanding of the concepts;

· clarification of the role of the specification in relation to the CSP, acceditors/auditors, the signer / relying party, certificate format;

· the role of the specification within a wider business “model”;

·  the sub-topics to be included in the specification.

In addition, it is planned to start the work to assess additional requirements by different market segments.   Based on the detailed scope a request for information is to be drafted and distributed to ECAF, EEMA, Open Group, etc.

Relevant standards and Publicly Available Specifications

· IETF RFC 2527 Internet X.509 Public Key Infrastructure Certificate Policy and Certification Practices Framework
· ANSI X9.79 Financial Services – PKI – Practices and Policy framework

· BS 7799 Code of Practice for Information Security Management

· ISO 15782 Banking -- Certificate Management
· ISO TR 13335 Guidelines for the Management of Information Technology Security-GMITS

· ISO PDTR  14516 Guidelines on the use and management of  Trusted Third Party services

· ISO 15408 Evaluation criteria for IT security

· UK CESG “Cloud cover” Baseline CA protection profile

· ICC GUIDEC, E-terms

· American Bar Association PKI Assessment Guidelines

· NIST PKI Project Team: Security Requirements for Certificate Issuing and Management Components 

Related activities & liaisons

Based on the results of the initial activities, defined above, the most important liaisons and requested inputs can be specified.


CEN/ISSS

Security requirements for signature products (D,F) is closely related. The high-level requirements for these items are to be part of the CPS pointing at the set of specifications and/or standards that provide the necessary assurance. These two parallel sets of specifications have to be developed in close co-operation between CEN-ETSI.

Similarly, the item conformance assessment in (C) and certification/registration of conformance (V) need joint efforts.


Others

ANSI, Open Group, ECAF/EEMA, ABA, Federal PKI WG,  EU-projects such as Trust CSP and TIE.

Market communication & promotion
1 Request for information, as described above, see section on Activities.
2 At least one workshop is to be arranged by EESSI with stakeholders of interoperability regarding trust, including vendors, service providers, users and European collaborative projects,. Prior to such a workshop an outline of structure and examples (proposals) for specifications for signature classes are to be presented for discussion. The purpose is to find out if and how broad market requirements can be met and to assess the direction being currently taken in the European marketplace.

Time schedule

First stable draft June 2000

For WG approval November 2000

For TB approval December 2000

Resources

ETSI STF: 11 MM

Workshop

Liaisons: time and travel expenses)

4.2 Electronic signature formats (H), (R)

Deliverables

Informational RFC based on ES 201 733

EN based on ES 201 733

Work proposal for possible extensions to ES 201 733 regarding XML signatures and signing policies (to be executed in next phase of the program)

Technical content

The goal of this work is to establish a standard format for electronic signatures, including support for multiple signatures and roles, to allow adjudicators or other parties to use a common tool to verify the validity of an electronic signature even long after its initial use. 

A draft ETSI Standard is expected be submitted for approval by ETSI Membership before the end of this year. The main aim of this activity is carry this work forward to harmonise further with other international activities including the IETF and W3C, as well as progression toward a European Norm. This work will include production of an Internet RFC, promotion of the ETSI standard and any revisions necessary to harmonise with external activities.

The concept of a signature policy has been identified as an important aspect for establishing a common basis for electronic signatures. ETSI TC SEC has initiated work concerning the technical aspects of a signature policy within the context of the draft ES 201 733. 

The ETSI draft standard on electronic signatures already incorporates specification tools for the definition of signature policies.  It is however recognised that this doesn’t address all the policy concerns (e.g. multiple signatures).  A study may be carried out under the European ISIS program into general requirements in this area.  As a result work on extending the ETSI standard may be necessary.

Activities

Promotion within IETF 

Progression toward EN

Assessment of necessary action regarding W3C- XML signatures

Monitoring ISIS and detailed program for extension on signing policies if necessary (policy to cover multiple signatures).

Relevant standards

ISO X.509

RFC for Time Stamping Protocol

ISO, Attribute Certificates

Related activities & liaisons


CEN/ISSS

Signature creation and verification (G) is closely related to this activity.


Others

The ISIS projects cover some relevant aspects of the signing policy.

Market communication & promotion

Piloting trials planned/run by ECAF is a potential platform for practical evaluation of ES 201 733.

Reference implementations should be encouraged within ongoing EU-funded program, e.g. ISIS. Distribution of freeware is beneficial for deployment but needs additional support by implementers.

Time schedule

Informational RFC, first submission: March 2000 (primary target) or June 2000.

EN: December 2000

Proposal submitted to ETSI SEC for possible extensions: November 2000.

Resources

STF:  4  MM     

Travels to 3 IETF meetings

4.3 Profile for qualified certificates based on RFC …(I)

Deliverable

ETSI standard profile of IETF RFC for Qualified Certificates

Technical content

The purpose of this work is to issue recommendations for the use of X.509 certificates as qualified certificates according to the Annex I of the Directive. 

Work has already been initiated at the IETF on the topic of ” Qualified Certificates ”, and is expected to reach RFC status in the first half of next year. 

The IETF work provides an international profile that allows further regional profiling, which will be required for interoperable inclusion of statements related to Annex I of the Directive, and for implementation of other regional requirements such as national identity schemes. The work will be done by ETSI - in conjunction with CEN/ISSS - targeted at the specific requirements of the Directive that builds on the generic work of the IETF. 

Activities

Profiling of RFC according to qualified certificate requirements 

Relevant standards

X.520, new version of, expected June 2000.

RFC 2459

ISO 15782-1: Banking - Certificate Management

Related activities & liaisons


CEN/ISSS

CEN Directory Workshop


Others

ISO SC27

Market communication & promotion

To be proposed.

Time schedule

This tasks starts later, in the March 2000 frame.

First stable draft September 2000

For WG approval November 2000

For TB approval December 2000

Resources

STF: 2 MM

Travels to 2 IETF meetings

4.4 Profile for protocol and format of time stamp based on RFC… (M)

Deliverable

ETSI standard profile of IETF RFC ….

Technical content

These data structures will be defined in IETF RFC. However, it might be necessary to define some profiles in order to reduce the number of options and thus ease interoperability. The work of ETSI TC Security should address this requirement. 

Activities

Monitoring of IETF activities

Assessment of RFC with regard to European requirements

If found necessary: Profiling of RFC 

Relevant standards

ISO SC27

Related activities & liaisons


CEN/ISSS

Component requirements for trusted time and for creation device.


Others

ISO SC27 

Market communication & promotion

To be proposed.

Time schedule

Start time for this activity is March 2000.

First stable draft September 2000

For WG approval November 2000

For TB approval December 2000

Resources

ETSI STF: 2 MM

Travels to 2 IETF meetings.

5 Responsibilities

ETSI-EESSI program:  ESI WG Chair, György Endersz

Co-ordinator for ETSI STF: John Ross

Task 1, Policies for CSPs


Task leader and editor: Nick Pope

Task 2, Electronic signature formats


Task leader: Denis Pinkas


Editor: John Ross

Task 3, Profile for qualified certificates based on RFC…


Task leader and editor: Stefan Santesson

Task 4, Profile for protocol and format of time stamp based on RFC…


Task leader and editor: Denis Pinkas
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