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The ETSI TCSEC ESI working group (European Telecommunications Standards Institute, Technical Committee on Security, Electronic Signature and Infrastructure working group) is working on a standard addressing functional and quality requirements for Certification Service Providers (CSPs).  This work item is being carried out in close collaboration with CEN/ISSS within the overall framework of the European Electronic Signature Standardization Initiative (EESSI).

The initial focus of this standard is to support the requirements of CSPs issuing qualified certificates as identified in Annex II of the European Directive on Electronic Signatures as this provides a common direction for standardization which has been agreed across the European nations.  This work item will address requirements on the functional components of such a CSP in particular Registration Authority, Certificate Repository and the Revocation Service (e.g. using certificate revocation list or an on-line certificate status protocol).

It is recognised, however, that Annex II may not match the range of requirements for CSP functional and quality standardization.  Requirements of wide market segments, if different from those of annex II, are to be covered by the standard as well.  The overall objective of this work programme is to define standards for the range of classes of electronic signature that will have legal recognition across Europe and to define requirements for CSPs issuing other forms of certificate (e.g. cross certificates) and supporting other types of CSP service. 

International, European and national communities, authorities, associations, standardization bodies, vendors, service providers, users are requested to provide any information that is relevant to this activity to the chairman of ETSI ESI and the task leader for this area of standardization (see below).  In particular, ETSI ESI requests input on:

· Views on minimum essential requirements, variants / refinements to the Directive, needs for alternative levels of trust and support for alternative forms of certificate (e.g. attribute certificate)

· Relevant documents and specifications (draft or approved) – preferably in English

Even if your organization has no specific input to make, indications of interest in this activity would be welcomed.  We can then keep you informed of the availability of drafts for comment.

Response is requested by end February 2000.  However, if meeting schedules do not make this possible, input at the earliest convenience date would be welcomed.

It is planned to produce a first working draft for general review by 3rd quarter of this year.

An outline of the scope of this work item is appended.  Further details, documents, and e-mail list registration on this and other activities of ETSI on electronic signature standardization may be found on:
 
http://www.etsi.org/sec/el-sign.htm

Please send responses to:

Gyorgy Endersz
Chair ETSI ESI Working Group
Gyorgy.G.Endersz@telia.se

and

ETSI task leader – Policies for CSPs
Nick Pope
pope@secstan.com

ETSI ESI – EESSI Work Programme

Policies for CSPs

 Scope Statement

Objective

The aim of this work area is to specify policy requirements on the operation and management of CSPs (Certification Service Providers) to provide recognised levels of trust. The requirements should cover components (Certification Authority, Registration Authority, Directory, etc) of the CSP infrastructure to the extent and detail level, which is sufficient to establish trust in the services as required and to give the necessary guidance for practical implementation and operation.
Scope - First Phase 

The aim of the first phase is to specify policy requirements on the operation and management of CSPs (Certification Service Providers) issuing Qualified Certificates in accordance with Annex II of the European directive on electronic signatures.   It is to provide the level of assurance generally considered necessary to meet the requirements of Annex II and for a commercial service offered across Europe on open networks such as the Internet taking on the liabilities required under article 6 of the directive.  

The first phase will also start the process to identify the wider market requirements for standardization meeting the general objectives of this activity.

Initial References

The standard will be based on existing standards and publicly available specifications.  Documents being considered include:

· IETF RFC 2527 Internet X.509 Public Key Infrastructure Certificate Policy and Certification Practices Framework
· ANSI X9.79 Financial Services – PKI – Practices and Policy framework

· BS 7799 Code of Practice for Information Security Management

· ISO 15782 Banking -- Certificate Management
· ISO TR 13335 Guidelines for the Management of Information Technology Security-GMITS

· ISO PDTR  14516 Guidelines on the use and management of  Trusted Third Party services

· ISO 15408 Evaluation criteria for IT security

· ICC GUIDEC, E-terms

· NIST PKI Project Team: Security Requirements for Certificate Issuing and Management Components 

The above titles should be considered as samples from a wider selection of relevant documents, not as an exhausting list of references. In addition, there exist a number of specifications for CSPs in the public, government and commercial domain in different countries to be considered. 

Current Suggestions

As a first step a framework for the standard is to be developed which will serve as the basis for the subsequent draft standard.  This may include:

· a common understanding of the concepts;

· clarification of the role of the specification in relation to the CSP, acceditors/auditors, the signer / relying party, certificate format;

· the role of the specification within a wider business “model”;

·  the sub-topics to be included in the specification.

It is initially suggested that the policy requirements specified in the standard include:

· Certificate policy specification based on the framework for Certificate Policies defined in RFC 2527 adapted as necessary to meet the objective identified above. 

· Requirement on the form of Certification Practice Statements, if produced by the CSP.

· A model PKI disclosure statement (PDS) for disclosure of the most critical aspects of the defined policy and the CPS of a CSP issuing qualified certificates. The PDS is intended to be an instrument suitable for communication of critical aspects to consumers, and may be advanced by the CSP as an ETERM in the International Chamber of Commerce ETERMS repository. 

· Defined statements for inclusion in qualified certificates. One statement shall define that a certificate is intended by the issuer to serve as a qualified certificate according to the Directive annex I and II. Other defined statements may be related to specific policy aspects such as reliance limits and conformance to some particular assurance level.

· Some of the requirement for inclusion of information in the certificate may be addressed by incorporation by reference to a PKI disclosure statement.

· Requirements for registration and key generation covering a range of alternative approaches; this will include requirements for private key generation and distribution on “secure” media, e.g. smart cards and SIMs.

· Requirements on certificate publication and distribution on various sorts of media.

· Requirements on security management practices of the CSP.

· General requirements on the trusted computer system and cryptographic devices used to support the CSP services for feeding into the CEN-ISSS work on security requirements of signature products .

· Technical requirements on operational aspects of CSPs.

· Where appropriate, identifying any specific requirements on Registration Authority, Provider of repository for certificates, CSP Statements  and other on line information, Certification Authority.

· Requirements for assessment of CSP against the standard. (linked to CEN activity on conformance)

Longer Term Scope 

In the longer term (e.g. once a draft meeting the above requirements is relatively complete and stable). the work will be extended to include:

· variations in the CSP policy to meet requirements for alternative classes of electronic signature.

· policies of CSPs issuing CA certificates and cross certificates.

· use of above policies as the basis of policies for other CSP services: attribute certificates, timestamping.

Key Terms

Certification Service Provider (CSP)
Electronic Signatures Directive: An entity or a legal or natural person who issues certificates or provides other services related to electronic signatures.

Certificate Policy:

X.509: A named set of rules that indicates the applicability of a certificate to a particular community and/or class of application with common security requirements. For example, a particular certificate policy might indicate applicability of a type of certificate to the authentication of electronic data interchange transactions for the trading of goods within a given price range.

RFC 2527: According to X.509, a certificate policy is "a named set of  rules that indicates the applicability of a certificate to a particular community and/or class of application with common security requirements." A certificate policy may be used by a certificate user to help in deciding whether a certificate, and the binding therein, is sufficiently trustworthy for a particular application.  The certificate policy concept is an outgrowth of the policy statement concept developed for Internet Privacy Enhanced Mail [PEM1] and expanded upon in [BAU1].

Certificate Practice Statement (CPS)

RFC 2527 A statement of the practices which a certification authority employs in issuing      certificates.

ANSI X9.79: A statement of the practices, which a certification authority employs in issuing, certificates. The CPS defines the equipment, policies and procedures the CA uses to satisfy the requirements specified in the certificate policies that are supported by it.

ICC Guidec: A statement of the practices which a certifier employs in issuing certificates generally, or employed in issuing a particular certificate. ……. The statement may include a technical standard, rules of professional conduct or practice, laws applicable to the certifier, or a brand or a mark representing other rules with which the certifier complies.

Certificate Policy  vs CPS:

ANSI X9.79: 

….. A certificate policy is a higher-level document than a CPS. ….. The approach of a certificate policy is significantly different than a CPS. A certificate policy is defined independently of the specific details of the specific operating environment of a certificate authority, whereas a CPS is tailored to the organizational structure, operating procedures, facilities, and computing environment of a certificate authority.  …. 

The main difference between certificate policy and CPS can therefore be summarized as follows:

 (a)
Financial institutions that operate public or inter‑organizational certification authorities must document their own practices in CPSs. The CPS is one of the organization's means of protecting itself and positioning its relationships with subscribers and other entities. 

(b)
A certificate policy applies more broadly than to just a single organizational unit or single organization. If a particular certificate policy is widely recognized, it has great potential as the basis of automated certificate acceptance in many systems.


