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A. Introduction
This contribution proposes text to address shortcomings in TS 33.108 in the area of operations and maintenance requirements. This contribution addresses an action item assigned to CIS/Telcordia during the T1P1.SAH conference calls held on January 8, 2002 and January 14, 2002.

This contribution builds on contribution T1P1/2001-112 R0, which was submitted for discussion to T1P1.SAH at it’s August 10, 2001 meeting in Dallas, Texas, and on T1P1/2001-112 R1, which reflected actions taken by the authors to revise and resubmit as per recommendation from T1P1.SAH. The authors advise the readers to please see contribution T1P1/2001-112 R1 for additional reference material.

Revision 1 of this contribution further clarifies the proposed material and also adds options for incorporating the recommended changes.
B. Discussion

In the area of operations and maintenance, CIS/Telcordia believes that 3GPP TS 33.108 should be expanded in order to meet law enforcement needs.  The following text provides background information on law enforcement’s needs, and recommendations on appropriate changes. 

1. Service Profile Information

Requirements: Law enforcement agencies (LEAs) need the interception subject’s service profile information (subscription information) before and during interception.

Service profile information is needed to determine service features and capabilities the interception subject might use and, correspondingly, how much bandwidth should be allocated to perform the lawfully authorized electronic surveillance (LAES). For example, the subject of an ongoing interception may add additional bandwidth to their service through direct signaling. In this case, law enforcement may use the service profile change information to determine whether to update the intercept authorization and/or arrange for additional bandwidth to support the delivery of intercepted communications.

LEAs need notification from Network Operators (NWOs)/ Access Provider (APs)/ Service Providers (SvPs) of changes made to the interception subject’s service profile during an ongoing interception when changes are directly signaled by the interception subject.

Recommendation:  This contribution proposes that the following text be added to the 3GPP suite of Technical Specifications for Lawful Intercept (i.e., TS 33.106, TS 33.107, TS 33.108).  The proposed text can be placed for example in Clause 5.2.2.1 (Invocation events for lawful interception) of TS 33.106.  

Proposed Text:

The NWO/AP/SvPs shall provide LEAs with notification of changes made to the interception subject’s service profile during an ongoing interception when changes are directly signaled by the interception subject. Service profile information is needed to determine service features and capabilities that the intercept subject might use and, correspondingly, how much bandwidth should be allocated to perform lawfully authorized interception (e.g., the interception subject may add bandwidth to their service through direct signaling).

2. Fault Management

Requirements: LEAs need NWO/AP/SvPs to support capabilities to detect and resolve problems with:

1. the interception of intercept-related information (IRI) and content of communication; and

2. the transmission of the intercepted communications to the designated law enforcement monitoring facility (LEMF). 

LEAs need NWO/AP/SvPs to ensure that system upgrades, software upgrades, and other network management procedures do not disrupt or terminate ongoing interceptions.

Recommendation:  This contribution proposes that the following text be added to the 3GPP suite of Technical Specifications for Lawful Intercept (i.e., TS 33.106, TS 33.107, TS 33.108).  The proposed text can be placed for example in a new sub-clause in Clause 6 of TS 33.108, namely sub-clause 6.6: Operations and Maintenance, to explicitly address these needs.  Alternatively, the proposed text can be placed for example in Clause 5.3 (Exceptional procedures) of TS 33.106.  

Proposed Text:

NWO/AP/SvPs shall support capabilities to detect and resolve problems with:

1. the interception of IRI and content of communication; and

2. the transmission of the intercepted communications to the designated LEMF. 

NWO/AP/SvPs shall ensure that system upgrades, software upgrades, and other network management procedures do not disrupt or terminate ongoing interceptions.

C. Recommendation

Approve all recommended changes.
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