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A. Introduction
This contribution proposes text to address shortcomings in TS 33.108 in area of Short Message Service (SMS) requirements. This contribution addresses Issues # 1 and #8b of the issues list documented in T1P1/2002-004 and action items assigned to CIS/Telcordia during the T1P1.SAH conference calls held on January 8, 2002 and January 14, 2002.

B. Discussion

1. SMS Interception (Issues #1a and #1c in Issues List)

Issue #1A:  Since interception, as proposed in TS 33.107 and TS 33.108, is being performed at the serving 3G Serving GPRS Support Node (SGSN) and not at the SMS-Service Center (SC) or the SMS Gateway MSC (SMS-GMSC), when the user is roaming
 SMS Mobile Terminated (MT) events will not be reported and SMS MT packets will not be intercepted.

Issue #1C:  When the SMS-GMSC examines the destination MS Address in the Short Message (SM) it receives (for SMS MT) from the SMS-SC, it sends a Send Routeing Info For Short Message to the relevant Home Location Register (HLR). The HLR returns a Send Routeing Info For Short Message Result message to the SMS-GMSC. The result may contain the Mobile Station's (MS’s) current SGSN Number, the MSC Number, or both.  If the user is roaming, LE expects to receive communication-identifying information notifying them of the attempt to route an SMS MT message to the intercept subject’s MS and to receive a copy of the SMS MT packet, when content of communication interception is authorized.

Recommendation:

Consider interception for SMS packets at alternate network elements such as SMS-SC, SMS-GMSC. The authors recommend text that assumes interception for SMS-MT events and communications will occur at the SMS-GMSC. Below find changes necessary in order to designate the SMS-GMSC as the SMS-MT events intercept access point.

1.1 Changes to TS 33.107

1.1.1 Changes to Clause 3.2: Abbreviations

The following abbreviations should be added:

SMS

Short Message Service

SMS-GMSC

Short Message Service-Gateway Mobile Switching Center

The following two abbreviations should be modified as shown:

ICEs
Intercepting Control Elements (3G MSC Server, 3G GMSC Server, P-CSCF, S-CSCF, SGSN, GGSN, SMS-GMSC)

INEs
Intercepting Network Elements (,3G MSC Server, 3G GMSC Server, P-CSCF, S-CSCF, SGSN, GGSN, MGW, SMS-GMSC)

1.1.2 Changes to Clause 4: Functional architecture

Figure 1b, Packet Switched Intercept configuration, needs to be updated to reflect the inclusion of interception at the SMS-GMSC in the packet-switched reference configuration for lawful interception.
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Figure 1b: Packet Switched Intercept configuration

1.1.3 Changes to Clause 5: Activation, deactivation and interrogation

Add underlined text to the following sentence:

The target identities for 3GPP MS CS and GPRS interception at the SGSN, GGSN, 3G MSC Server, and 3G GMSC Server, and Short Message Service-Gateway MSC (SMS-GMSC) can be at least one of the following: IMSI, MSISDN or IMEI.

1.1.4 Changes to Clause 5.1.1: X1_1-interface

Figure 3, Information flow on X1_1-interface for Lawful Interception activation, needs to be updated to reflect the inclusion of interception at the SMS-GMSC in the packet-switched reference configuration for lawful interception.
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Figure 3: Information flow on X1_1-interface for Lawful Interception activation

1.1.5 Changes to Clause 5.2.1: X1_1-interface

Figure 6, Information flow on X1_1-interface for Lawful Interception deactivation, needs to be updated to reflect the inclusion of interception at the SMS-GMSC in the packet-switched reference configuration for lawful interception.
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Figure 6: Information flow on X1_1-interface for Lawful Interception deactivation

1.1.6 Changes to Clause 5.3.1: Interrogation of the 3G ICEs

Figure 9, Interrogation of the Lawful Interception (3G ICEs), needs to be updated to reflect the inclusion of interception at the SMS-GMSC in the packet-switched reference configuration for lawful interception.
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Figure 9: Interrogation of the Lawful Interception (3G ICEs)

1.1.7 Changes to Clause 7: Invocation of Lawful Interception for GSN Packet Data services

Figure 18, Functional model for Packet Data GSN Network Lawful Interception invocation, needs to be updated to reflect the inclusion of the option to intercept SMS-MT packets at the SMS-GMSC in the packet-switched reference configuration for lawful interception.
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Figure 18: Functional model for Packet Data GSN Network Lawful Interception invocation

The following paragraph has to be modified to show that CC and IRI can also be provided by the SMS-GMSC.

In case a Packet Data communication is selected based on several identities (MSISDN, IMSI, IMEI, ) of the same target, the  3G SGSN and/or, per national option the 3G GGSN and SMS-GMSC will deliver CC and IRI only once to the DF2 and DF3. DF2 and DF3 will then distribute the information to the relevant LEAs.

1.1.8 Changes to Clause 7.1: Provision of Intercept Product - Short Message Service

The following changes have to be made to show that SMS interception can be provided by the SMS-GMSC.

7.1
Provision of Intercept Product - Short Message Service

Figure 19 shows an SMS transfer from the 3G SGSN and SMS-GMSC nodes to the LEA. Quasi-parallel to the delivery from / to the mobile subscriber a message, which contains the content and header of the SMS, is generated and sent via the Delivery Function 2 to the LEA in the same way as the Intercept Related Information.

The IRI will be delivered to the LEA:

-
for a SMS-MO. Dependent on national requirements, delivery shall occur either when the 3G SGSN receives the SMS from the target MS or when the 3G SGSN receives notification that the SMS-Centre successfully received the SMS;

-
for a SMS-MT. Dependent on national requirements, delivery shall occur either when:

a. the 3G SGSN receives the SMS from the SMS-CentreSMS-GMSC;
b. or when the 3G SGSN receives notification that the target MS successfully received the SMS;
c. the SMS-GMSC receives the SMS from the SMS-Centre.
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Figure 19: Provision of Intercept Product - Short Message Service
1.1.9 Changes to Clause 7.3: Provision of Intercept Related Information

The following changes have to be made to show that SMS interception can be provided by the SMS-GMSC.

7.3
Provision of Intercept Related Information

Intercept Related Information (Events) are necessary at the Mobile Station Attach, Mobile Station Detach, PDP Context Activation, Start of intercept with PDP context active, PDP Context Deactivation, RA update, and SMS events.

Figure 21 shows the transfer of intercept related information to the DF2. If an event for / from a mobile subscriber occurs, the 3G GSN or SMS-GMSC sends the relevant data to the DF2.

See section 7A for multi-media Intercept Related Information produced at the CSCF.
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Figure 21: Provision of Intercept Related Information

7.3.1
X2-interface

The following information needs to be transferred from the 3G GSN or SMS-GMSC to the DF2 in order to allow a DF2 to perform its functionality:

-
target identity (MSISDN, IMSI, IMEI);

-
events and associated parameters as defined in section 7.3.2 and 7.4 may be provided;

-
the target location (if available) or the IAs in case of location dependent interception;
-
Correlation number (if available).
The IRI should be sent to DF2 with a reliable transport mechanism.

7.3.2
Structure of the events

There are seven different events in which the information is sent to the DF2 if this is required. Details are described in the following section. The events for interception are configurable (if they are sent to DF2) in the 3G GSN or SMS-GMSC and can be suppressed in the DF2.

The following events are applicable to 3G SGSN:

-
Mobile Station Attach;

-
Mobile Station Detach;

-
PDP context activation;

-
Start of intercept with PDP context active;

-
PDP context deactivation;

-
RA update;

-
SMS.

NOTE:
3G GGSN interception is a national option. Location information may not be available in this case.

NOTE:
SMS-GMSC interception for the SMS-MT event is a national option.

The following events are applicable to the 3G GGSN:

-
PDP context activation;

-
PDP context deactivation;

-
Start of interception with PDP context active.

The following events are applicable to the SMS-GMSC:

-
SMS-MT;

A set of fields as shown below is used to generate the events. The events transmit the information from 3G GSN or SMS-GMSC to DF2. This set of fields as shown below can be extended in the 3G GSN or SMS-GMSC, if this is necessary as a national option. DF2 can extend this information if this is necessary as a national option e.g. a unique number for each surveillance warrant.

1.1.10 Changes to Clause 7.4.7: SMS

The following changes have to be made to show that SMS interception can be provided by the SMS-GMSC.

For MO-SMS the event is generated in the 3G SGSN. Dependent on national requirements, event generation shall occur either when the 3G SGSN receives the SMS from the target MS or when the 3G SGSN receives notification that the SMS-Centre successfully receives the SMS; for MT-SMS the event is generated in the 3G SGSN or the SMS-GMSC. Dependent on national requirements, event generation shall occur either when the 3G SGSN receives the SMS from the SMS-Centre, or when the 3G SGSN receives notification that the target MS successfully received the message, or when the SMS-GMSC receives the SMS-MT from the SMS-Centre  Thiese fields will be delivered to the DF2 if available:

1.1.11 Changes to Clause B.10: SMS

Figures B.9a and B.9b need to be updated to reflect the inclusion of the SMS-GMSC.
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Figure B.9a: MT-SMS interception after 3G SGSN receives notification of SMS delivery to MS(A)
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Figure B.9b: MT-SMS interception after 3G SGSN receives SMS from SMS-GMSC
Add Figure B.9c to address the delivery of IRI and CC by the SMS-GMSC to the DF2 when the SMS-GMSC receives the SMS from the SMS-Centre.
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Figure B.9c: MT-SMS interception after SMS-GMSC receives the SMS from the SMS-Centre

1.2 Changes to TS 33.108

The following changes have to be made to show that SMS-MT interception can be provided by the SMS-GMSC.

Proposed Text: 

a) Modify the 6th bullet in the bullet list in Clause 6.5.1.1 of TS 33.108 as follows.

· the intercept subject’s mobile station receives a SMS Mobile-Terminated (MT) communication.  Dependent on national requirements, the triggering event shall occur either when the 3G SGSN receives the SMS from the SMS-Centre, or, when the 3G SGSN receives notification that the target MS successfully received the SMS, or when the SMS-GMSC receives the SMS-MT from the SMS-Centre.

For GSM and UMTS systems deployed in the U.S., a REPORT record shall be triggered when the 3G SGSN SMS-GMSC receives an SMS-MT communication from the SMS-Centre destined for the intercept subject’s mobile station.

b) Add a note beneath Table 6-5 stating that for U.S. markets the SMS Originating Address and SMS-Terminating Address are mandatory parameters.

2. Clarification on originating and terminating party identities for SMS (Issues #1b and #8a in Issues List)

Issue #1B: SMS messages delivered/received using the GPRS capability are planned to be intercepted at the SGSN.  The SGSN interworks with the SMS interworking MSC (SMS-IWMSC) or the SMS-GMSC to route SMS messages to and receive messages from the SMS- Service Center (SC).  The SGSN uses the Service Center Address for processing and routing and not the associate’s identity (e.g., associate’s IMSI or MSISDN) although the associate’s identity is present in the packet.  LE expects to be provided with IRI that identifies the parties to the communication (i.e., the target and associate’s address).  
Discussion: It is important that the LEA be able to identify the source and destination parties to a short message service exchange.  If a NWO/AP/SvP is offering a user the ability to exchange messages with other users, then LEAs need to be provided with the identifies of the sender and intended recipient of the message, and not with the addresses of transient network elements in the carrier’s network.  If the SGSN is unable to populate these parameters as indicated, then T1P1.SAH should consider interception for SMS-MO packets at alternate network elements such as SMS-SC, SMS-IWMSC.

TS 33.108 already added material to support this capability (see Table 1, Section 6.5) via the SMS Originating Address and SMS Terminating Address, listed separately from the SMS Center address.  However, these two parameters are still missing in other parts of the specification.

Recommendation: The following changes are needed in TS 33.108:

a) Add the SMS Originating Address and SMS Terminating Address parameters to Table 2.

	Parameter
	Description
	HI2 ASN.1 parameter

	SMS Originating Address
	Identifies the originator of the SMS message
	DataNodeAddress

	SMS Terminating Address
	Identifies the intended recipient of the SMS message
	DataNodeAddress


c) Add a note beneath Table 6-5 stating that for U.S. markets the SMS Originating Address and SMS-Terminating Address parameters are populated with the identities of the source and destination parties to a short message service exchange.

b) Add parameters in the ASN.1 to indicate the parties to the SMS communication.

Proposal:  Add the following parameters under iRIParameter 

sMSOriginatingAddress [34?] DataNodeAddress OPTIONAL,

sMSTerminatingAddress [35?] DataNodeAddress OPTIONAL,

c) Add E.164 encoding to the DataNodeAddress in the ASN.1 to indicate the parties to the SMS communication can be E.164 addresses or IP addresses.

DataNodeAddress ::= CHOICE 

{


ipAddress 
[1] IPAddress,


x25Address 
[2] X25Address,


e164-Format
[3] OCTET STRING    (SIZE (1 .. 25)),


-- E164 address of the node in international format. Coded in the same format as 


-- the calling party number parameter of the ISUP (parameter part:[5])


...

}

C. Recommendation

Approve all recommended changes.














































� Roaming is defined as the ability for a cellular customer to automatically make & receive voice calls, send & receive data, or access other services when traveling outside the geographic coverage area of the home network, by means of using a visited network. Roaming is technically supported by mobility management, authentication and billing procedures. Establishing roaming between network operators is based on - and the commercial terms are contained in - Roaming Agreements.









Page - 10


Page - 9


_1072940651.doc


LEMF







Mediation







Function







Delivery







Function 2







Mediation







Function







ADMF







SMS-GMSC







X2







X3







X1_2







X1_1







X1_3







HI1







HI2







Mediation







Function







Delivery







Function 3







HI3







GSN
















_1072969116.doc
[image: image1.wmf] 


3G GSN


 


 


[image: image2.wmf] 


LEAs


 


  


Delivery







Function 2P







�







SMS-GMSC







X2p







X3p







Delivery







Function 3P







HI2







HI3







�












_1072973685.doc


3G GSN







SMS-GMSC







intercepted







subscriber







other



party











Delivery







Function 2P







LEMF
























_1073036335.doc
[image: image1.wmf] 


 


DF2P


 




�







 DF3P







 MS A







3G SGSN







SMS-GMSC







Forward Short Message







Message Transfer







SMS







SMS-SC












_1073039719.doc


 DF2







 DF3







 MS A







3G SGSN







SMS-GMSC







Forward Short Message







Message Transfer







SMS







Forward Short Message Result







SMS-SC







Message Transfer












_1072975727.doc
[image: image1.wmf] 


 


DF2P


 




�







 DF3P







 MS A







3G SGSN







SMS-GMSC







Forward Short Message







SMS-SC







SMS







Forward Short Message












_1072972988.doc






LEA







delivery�function 2P







3G GSN















SMS�service�center







intercepted�subscriber







SMS-GMSC
















_1072967825.doc
... deactivation of delivery functions ...




response for lawful interception deactivation







request for lawful interception deactivation







lawful interception deactivation







lawful interception deactivation ack







SMS-GMSC



3G MSC



3G GSN







ADMF












_1072968517.doc
... interrogation for activation status on X1_1




response for lawful interception interrogation







request for lawful interception interrogation











lawful interception interrogation







SMS-GMSC



3G MSC



3G GSN







ADMF







lawful interception interrogation ack












_1072963705.doc
... activation of delivery functions ...




lawful interception activation







lawful interception activation ack







request for lawful interception activation







response for lawful interception activation







SMS-GMSC



3G MSC, 



3G GSN 







ADMF












_973004473.unknown

_973004475.unknown

_973004476.unknown

_973004474.unknown

_973004471.unknown

_973004472.unknown

_973004470.unknown

_973004469.unknown

