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A. Introduction

This contribution discusses shortcomings in TS 33.108 in area of Short Message Service (SMS) requirements. To date, T1P1.SAH has failed to address the deficiency in TS 33.108 resulting from the designation of the SGSN as the sole point of interception for SMS Intercept Related Information (IRI) and content of communication. The failure to consider alternative points of interception such as the SMS Service Centre (SC) and the Gateway Mobile-services Switching Centre for Short Message Service (SMS-GMSC) would result in the loss of critical lawfully authorized surveillance information. This contribution provides recommendations for addressing Issue # 1 of the issues list documented in T1P1/2002-004.

B. Discussion

B.1 Description of Issue

Since interception for SMS Mobile Terminated (MT), as proposed in TS 33.107 and TS 33.108, is being performed at the serving 3G Serving GPRS Support Node (SGSN), when the user is roaming
 SMS MT events will not be reported to Law enforcement (LE) and SMS MT packets will not be intercepted, when content of communication interception is authorized. If the user is roaming, LE expects to receive communication-identifying information (CII)
 for the SMS MT messages being routed to the intercept subject’s Mobile Station (MS) and to receive a copy of the SMS MT message, when content of communication interception is authorized.

B.2 Legal Framework

The capability to report IRI and content of communication for all SMS MT messages is required by the CALEA law as long as the telecommunications carrier that is providing assistance for the interception has access to the content of such communications or call-identifying information within the service area in which interception has been occurring.  CALEA has a provision that explicitly addresses the telecommunications carrier’s responsibility when the carrier no longer has access to the content of such communications or communication-identifying information within the service area in which interception has been occurring.
  The J-STD-025 Serving System message is used to comply with the latter provision of CALEA for reporting roaming information.

Law enforcement agencies (LEAs) need:

· access to the intercept subject’s communications until the carrier’s network no longer has access to the communication. 

· Network Operators (NOWs)/ Access Provider (APs)/ Service Providers (SvPs) to provide as part of IRI the identity of the new NOW/AP/SvP and/or service area to law enforcement when access to an intercept subject’s communications cannot be maintained. The identity of the new NOW/AP/SvP and/or service area should be provided to law enforcement as soon as it is available (as per Section 103 (d) of CALEA).  

· to be provided with any information that will permit the LEA to determine or infer the new NOW/AP/SvP’s or service area’s identity if this information is unavailable. (as per Section 103 (d) of CALEA).  

B.3 Network Architecture

3GPP TS 23.040, 3rd Generation Partnership Project Technical Specification: Technical realization of the Short Message Service (SMS); (Release 5), describes the Short Message Service (SMS) for GSM/UMTS networks. The exchange of messages between an MS and a Short Message Entity (SME
) involves the entities shown in Figure 1.

Clause 4.1 of 3GPP TS 23.040 and Figure 1 below clearly show that the following entities are inside the scope of the GSM specifications (contrary to the claim of some industry participants at the January T1P1.SAH meeting): SMS-GMSC, Interworking MSC For Short Message Service (SMS-IWMSC), Mobile-services Switching Centre (MSC), and the SGSN.  

The following text describes the functions of each entity depicted in Figure 1:

· The SMS-﷓GMSC is the function of an MSC capable of receiving a short message from an SC, interrogating an HLR for routing information and SMS info, and delivering the short message to the Visiting MSC or the SGSN of the recipient MS.

· The SMS-﷓IWMSC is the function of an MSC capable of receiving a short message from within the PLMN and submitting it to the recipient SC.

· The MSC is the exchange that performs switching functions for mobile stations located in a geographical area designated as the MSC area.

· The SGSN is the exchange that performs packet switching functions for mobile stations located in a geographical area designated as the SGSN area.

· The SC is the function responsible for the relaying and store–and–forwarding of a short message between an SME and an MS.

Figure 1 also shows the SC as not being a part of the GSM/UMTS PLMN, however it should be noted that the MSC and SC may be integrated, and if so, the SC will fall within the domain and control of a service provider.

Clause 5.1 of 3GPP TS 23.040 states that “One SC may be connected to several PLMNs, and may be connected to several MSCs (SMS–GMSCs or SMS–IWMSCs) within one and the same PLMN.” 

The entities involved in supporting SMS MT procedures are depicted in Figure 2. It shall be possible for a GPRS-attached MS to send and receive short messages over GPRS radio channels. An MS that is GPRS-attached and not IMSI-attached shall transfer Short Messages (SMs) over GPRS channels. MSs that are both GPRS-attached and IMSI-attached shall transfer short SMs over GPRS channels or over non-GPRS control channels (if non-GPRS control channels are used, then paging for MT SMS may go through the SGSN).
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*):
SMS‑GMSC when the short message is transferred from the SC to the MS, SMS‑IWMSC when the short message is transferred from the MS to the SC. The SC may be integrated with the SMS‑GMSC/SMS‑IWMSC. 

**):
SGSN is used in place of the MSC in case of SMS transfer over GPRS

Figure 1: Entities involved in the provision of SM MT and SM MO: SC, SMS﷓GMSC/SMS﷓IWMSC, SGSN, MSC and MS
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Figure 2: Interfaces involved in the Short message mobile terminated procedure.
For mobile terminated SMS, the SC sends the short message to the SMS–GMSC. The SMS–GMSC interrogates the HLR to retrieve routing information necessary to forward the short message, and then sends the message to the relevant MSC or SGSN, transiting other networks if necessary. The MSC or SGSN then sends the short message to the MS.

When the SMS-GMSC examines the destination MS Address in the SM it receives (for SMS MT) from the SC, it sends a Send Routeing Info For Short Message to the relevant Home Location Register (HLR). If no errors are indicated by the HLR, the HLR returns a Send Routeing Info For Short Message Result message to the SMS-GMSC. The result may contain the MS’s current SGSN Number, the MSC Number, or both.  If the user is roaming, the routing information will provide the visited MSC, the visited SGSN, or both. The SMS-GMSC will then transfer the short message TPDU to the MSC or SGSN using the routing information obtained from the HLR.

Figure 3 and the description below show an example of a successful delivery of a short message to an MS over a GPRS radio channel.
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Figure 3: MT SMS Transfer, Successful
1)
The short message service centre determines it shall send an SM to an MS. SM‑SC forwards the SM to an SMS gateway MSC (SMS‑GMSC).

2)
SMS‑GMSC examines the destination MS Address, and sends a Send Routeing Info For Short Message message to the relevant HLR.

3)
HLR returns a Send Routeing Info For Short Message Result message to the SMS‑GMSC. The result may contain the MS's current SGSN Number, the MSC Number, or both. If the result does not contain an SGSN Number (i.e., the HLR knows that the MS is not reachable via an SGSN), and if the result does contain an MSC Number, non-GPRS SMS delivery procedures are followed. If the result contains an SGSN Number, the SMS transfer proceeds according to the following events.

NOTE:
SMS delivery via the SGSN is normally more radio resource efficient than SMS delivery via the MSC/VLR. The preferred delivery path is selected by SMS‑GMSC operator-specific action.

4)
SMS‑GMSC forwards the SM to the SGSN.

5)
SGSN transfers the SM to the MS on the RP, CP, LLC layers, as defined in GSM 04.11 and GSM 04.64.

6)
SGSN returns a Forward Short Message Result message to the SMS‑GMSC indicating successful delivery of the SM.

7)
SMS‑GMSC returns a Delivery Report to the SM‑SC indicating successful delivery of the SM.

In this case, LE expects to receive IRI for the SMS MT short message and to receive a copy of the SMS MT short message, when content of communication interception is authorized.

C. Recommendation

In order to address the deficiency in TS 33.107 and TS 33.108 resulting from the designation of the SGSN as the sole point of interception for SMS IRI and content of communication, T1P1.SAH should consider interception for SMS MT communications at the other points in the carrier’s network, e.g., SMS-SC and SMS-GMSC.  Failure to consider alternative points of interception would result in the loss of critical lawfully authorized surveillance information.














































� Roaming is defined as the ability for a cellular customer to automatically make & receive voice calls, send & receive data, or access other services when traveling outside the geographic coverage area of the home network, by means of using a visited network. Roaming is technically supported by mobility management, authentication and billing procedures. Establishing roaming between network operators is based on - and the commercial terms are contained in - Roaming Agreements.


� In this document CII is synonymous with IRI.


� Section 103 (d) of CALEA states “A telecommunications carrier that is a provider of commercial mobile service offering a feature or service that allows subscribers to redirect, hand off, or assign their wire or electronic communications to another service area or another service provider or to utilize facilities in another service area or of another service provider shall ensure that, when the carrier that had been providing assistance for the interception of wire or electronic communications or access to call-identifying information pursuant to a court order or lawful authorization no longer has access to the content of such communications or call-identifying information within the service area in which interception has been occurring as a result of the subscriber's use of such a feature or service, information is made available to the government (before, during, or immediately after the transfer of such communications) identifying the provider of wire or electronic communication service that has acquired access to the communications.”


� Short Message Entity (SME) is an entity which may send or receive Short Messages.
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